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ABSTRACT

BIOGRAPHY

In this keynote, I describe the emerging need of cloud data
analytics for security and call for the security community to
devote to closing the gap between research innovation and
practical deployment.

Daphne Yao is an associate professor of
computer science at Virginia Tech. In the
past decade, she has been working on
designing and developing data-driven
anomaly detection techniques for securing
networked systems against stealthy
exploits and attacks. Her expertise also
includes mobile security and cloud
security. Dr. Yao received her Ph.D. in
Computer Science from Brown University.

Cloud data analytics refer to cloud platforms that provide pattern
recognition and data discovery services to clients. This talk will
discuss how cloud data analytics can be designed to achieve
system security, that is, securing clients’ systems against advanced
exploits and attacks by providing transparent and seamless
automatic data gathering, system behavior monitoring, and
feedback. Such a cloud framework has the potential to provide
practical security services and has multiple advantages, e.g.,
update-to-date security protection, scalability, individualized
anomaly detection, and ease of deployment. It would allow clients
to outsource complex system security monitoring and computation
tasks to the cloud/security service providers, without having to
tend to tedious low-level details (e.g., model training and tuning,
update).
This new direction of security analytics in the cloud presents a
wide range of exciting research and business opportunities, as well
as unique technical and privacy challenges. I survey the existing
data-driven system and network monitoring techniques and
discuss what it will take to outsource them to the cloud. The talk
will draw from my research experiences on a number of datadriven security projects, including program anomaly detection
[2,4], data-leak detection as a service [1,3], and network traffic
causal analysis [5].
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and Best Poster Awards (e.g., ACM CODASPY '15). She was given
the Award for Technological Innovation from Brown University in
2006. She held multiple U.S. patents for her anomaly detection
technologies.
Dr. Yao is an associate editor of IEEE Transactions on Dependable
and Secure Computing (TDSC). She serves as PC members in
numerous computer security conferences, including ACM CCS. She
has over 75 peer-reviewed publications in major security and
privacy conferences and journals. Daphne is an active member of
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Audit and Control (SIGSAC) in the 2017 election.
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